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Bdo dam an ninh mang, bado mat thong tin va an ninh dir liéu
trong h¢ thong chinh tri trén dia ban xa Hai Hju

Thuc hién Ké hoach s6 100/KH-UBND ngay 01/4/2026 ctia UBND tinh Ninh
Binh vé bao dam an ninh mang, bdo mat thong tin va an ninh dir li€u trong hé théng
chinh tri trén dia ban tinh; UBND xa Hai Hau ban hanh K& hoach t6 chtrc trién khai
thuc hién trén dia ban x4, cu thé nhu sau:

I. MUC TIEU, YEU CAU
1. Muc tiéu chung

Tb chirc trién khai thuc hién hiéu qua, nghiém tic cac nhi€ém vu dugc giao tai
Ké hoach s6 100/KH-UBND cta UBND tinh Ninh Binh; thiét lap méi trudng mang
an toan, bao mat cho toan bo hé théng thong tin, may moc thiét bi cua bang uy, Hoi
ddng nhan dan va Uy ban nhan dan x4. Trong tim 1a bao vé tuyét dbi an toan cac hé
théng co sO dir lieu dung chung, dir liéu chuyén nganh quan ly dat dai, dia chinh va
hé thdng hd so, tai lidu, qua d6 gop phan xay dung nén hanh chinh cép x3 s6 hoa
minh bach, vitng manh va chdng chiu tét trudc cac rii ro an toan thong tin.

2. Muc tiéu cu thé

- Tao chuyén bién manh mé& vé nhan thirc va hanh dong trong cong tac bao
dam an toan thong tin d61 vo1 toan thé can b, cong chirc, vién chirc, nguoi lao dong
va Nhan dan trén dia ban xa.

- To chure thi hanh nghiém cac quy dinh cua phép luat vé an ninh mang. Tang
cuong nam bat tinh hinh, kip thdi phét hién, bao cdo co quan cap trén va phéi hop
xtr Iy nhanh cac hanh vi vi pham phap luit trén khong gian mang phat sinh tai dia
phuong.

- B4o dam an toan tuyét ddi ha tﬁng mang ndi bg cua Pang uy, HDND, UBND
x4, cu thé:

+ 100% hé théng may tinh clia co quan dugc ra soat, cai dat phﬁn mém diét
virus va dinh ky khac phuc 16 hong an ninh mang.

+ Bdo v€ nghiém ngat, chéng that thoat dir liéu ddi véi cac may tram dang
van hanh phan mém chuyén nganh va hé thong may tinh luu trit ho so, tai licu.

+ Tiép nhan, quan 1y va van hanh an toan ha ting mat ma quoc gia hoat dong
6n dinh, bao mat phuc vu trao doi dir liéu bi mat nha nudc thong subt dén cap xa.

- Nang cao k¥ ndng bao mat thong tin, an toan dit li¢u cho cén bg, dang vién;
16ng ghép pho bién kién thirc phong, chong Itra ddo trén khong gian mang cho nguoi
dan thong qua hoat dong cua cac T6 cong nghé s6 cong dong.
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- Tang cudng ky luat, ky cuong trong viéc sir dung internet va thiét bi cong
nghé tai co quan hanh chinh xa. Tuén tha nghiém céc tiéu chuan an toan thong tin.
Uu tién, khuyén khich st dung san phém, thiét bi va dich vu an ninh mang "Make
in Vietnam" chiém ti trong trén 50% trong cac dot mua sam, nang cip ha ting céng
nghé thong tin tai xa.

- Ttng bude chuyén ddi tac phong 1am viéc trén méi trudng sd sang trang
thai chu dong phong ngura rui ro. Xay dung moéi truong mang tai co quan hanh chinh
xd an toan, 6n dinh, phuc vu dic luc cho tién trinh chuyén dbi sé, cai cach hanh
chinh va phat trién kinh té - x3 hoi cta dia phuong

3. Yéu cau

- Quan triét, bam sat cac dinh huéng chi dao di néu trong Ké hoach sb
100/KH-UBND ngay 01/4/2026 cua UBND tinh Ninh Binh va cac van ban huong
dan ctia co quan cap trén; bao dam t6 chure trién khai dong bo, quyét liét, c6 trong
tam, trong diém, phu hop véi dac thu ha tang cong ngh¢ thong tin va nguon luc hién
co cua xa Hai Hau.

- Phan cong nhiém vu tuan thu nghi€ém phuong cham “6 rd”: RO nguoi, rd
viéc, 10 thoi gian, rd trach nhi€m, rd san phém, rd tham quyén. Qua trinh td chirc
thue hién phai v6i quyét tim cao, c6 san pham cu thé, do luong duoc, bao dam tién
do va hiéu qua thuc cht.

- Thudng xuyén don doc, kiém tra, giam sat viéc chap hanh noi quy bao mat
cac co quan, don vi; kip thoi phat hién, bdo cdo cap c6 tham quyén thio gd cac kho
khén, vudng mac phat sinh trong qua trinh van hanh, thyc hién

II. CAC NHIEM VU, GIAI PHAP
1. Nhiém vu trong tam nam 2026

- Néu cao vai tro, trach nhiém cua Chu tich UBND x3, Truong Cong an xa
va trudng cac co quan don vi tryc thude dbi voi cong tac bao dam an toan thong tin.
T6 chuc ra soat, danh gia va khic phuc ngay cac 16 hong bao mat d6i véi toan bo hé
thdng may tinh, thiét bi mang ndi bo tai bo phan "Mot cira" va cac phong lam viéc
chuyén mon theo tiéu chudn TCVN 14423:2025.

- Tang cudng gidm sat an toan thong tin ddi voi hé thong mang LAN tai tru
s6. Phoi hgp chat ché vai cac don vi ki thuat cap trén dé dam bdo an toan, thong
sudt khi két noi, khai thac cac co sé dir liéu quoc gia

- Uy ban nhan dan x4 tién hanh xay dung va ban hanh quy ché bao dam an
toan thong tin mang tai tru s& lam viéc. Phan cong can bd dau moi dinh ky hang quy
ki€ém tra, danh gia viéc chap hanh quy ché bao mat cua can bg, cong chuec.

- Trong pham vi ngén sach dia phuong, dé xuat dau tu, nang cip hé thong
mang va trang thiét bj cong nghé thong tin dap tmg yéu cau cong tac quan ly diéu
hanh. Quan triét chinh sach uvu tién mua sam, sir dung cac phan mém diét virus, thiét
bi va dich vu an ninh mang "Make in Vietnam".
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2. Nhiém vu trong tim dén nim 2030

- Thudng xuyén ra soat, bd tri phan coéng can bo phu trach cong nghé thong
tin, kién toan t6 an ninh mang cta xa; xay dung cac ké hoach cong tac, chuong trinh
hoat dong hang nam bam sat chi dao cua tinh va dinh hudng phat trién cua dia
phuong.

- Cht trong nang cao nhan thirc cho toan thé can bo, dang vién va Nhan dan
ddi véi cong tac bao dam an ninh dir li€u. Tap trung trién khai thuc chat, hiéu qua
phong trao “Binh dan hoc vu s6” tai cac nha van hoa thon 16ng ghép hudng dan ki
nang an toan khi tuong tac trén khong gian mang

- Duy tri, nang cép ha ting mang noi bd dap tng yéu cau cong tac. Trién khai
ddng bo cac giai phap bao vé thiét bi dau cudi tai tru s 1am viéc. Bao vé tuyét ddi
an toan cac hé thong thong tin quan trong. Két ndi, chia sé dit liéu lién thong trén
nguyén tac bao mat, an toan, dung phap luat, khic phuc tinh trang cét ctr, phan manh
dir lidu.

- Quy dinh tiéu chuan an toan thong tin 1a thanh phan bat budc trong moi ké
hoach mua sim cong ngh¢ thong tin tai xa. Khi lap du toan ngan sach, bao dam bd
tri ti 1€ kinh phi binh quéan chi cho cac san phém, dich vu an ninh mang, bao mat
thong tin dat t6i thiéu 15% trong tong kinh phi dau tu, mua saim may mac, thiét bi

III. TO CHUC THUC HIEN
1. Vin phong HDND va UBND xi

- Chiu trach nhiém quan tri, duy tri hoat dong an toan, 6n dinh cta toan bd hé
théng mang LAN, Internet va céac thiét bi dau cudi tai try s& co quan va bd phan
"MOot cira". Phoi hop ra soat, khac phuc tong thé vé an ninh mang theo tiéu chuan
TCVN 14423: 2025 d6i véi hé théng thong tin thudc pham vi quan 1y.

- Quan 1y, van hanh an toan ha ting mat ma quoc gia phuc vy trao d6i tai liéu,
dir liéu bi mat nha nudc. Quan 1y nghiém ngat, chéng that thoat ddi v6i hé théng
may tinh luu trir ho so, tai liéu.

- T6 chirc trién khai mo hinh bao dam an toan thong tin “4 16p” ddi voi cac
hé thong dung chung, thiét 1ap luc lugng tai cho dé gidm sat va ing ctru ban dau.

2. Phong Kinh té

- Tham muu UBND b4 tri nguén luc tai chinh, ngan sach cho cac hoat dong
an ninh mang ; bao dam ti 18 kinh phi binh quén chi cho cac san pham, dich vu an
ninh mang dat tdi thiéu 15% trong tong kinh phi trién khai cac dy an ing dung cong
nghé thong tin.

- Quan triét chinh sach uu tién, khuyén khich str dung dich vu an ninh mang
"Make in Vietnam" chiém ti trong trén 50% trong cac hoat dong mua sam, trang bi
thiét bi so.

- Trién khai cac bién phap ky thuat bao mat tang cuong kiém soat thiét bi ngoai
vi, sao luu dir liéu ngoai tuyén ddi voi cac may tram xu ly dit liéu chuyén nganh kinh
té, quy hoach, dic biét 1a cac hé thong dang cai dat, van hanh phan mém quan 1y.



3. Phong Van héa - X4 hi

- Chu tri cong tac tuyén truyén, phd bién gido duc phap luat vé bao dam an
ninh mang va bao v¢ dir liéu ca nhan trén hé thong dai truyén thanh va cac nén tang
thong tin cua dia phuong.

- Tryc tiép tham muu va t6 chtic thyc hién ¢ hiéu qua phong trao “Binh dan
hoc vu s6”, 1ong ghép bo1 dudng k¥ nang phong, chong td1 pham Itra ddo trén khong
gian mang cho nguoi dan.

4. Cong an xa

- La co quan dau méi, chu tri thuc hién cOng tac giam sat, diéu phéi ung pho
xur 1y su co an ninh mang trén dia ban. Thiét 1ap kénh ti€p nhan va cam két thuc
hién bao céo su c6 an ninh mang trong vong 24 gio ké tir khi phat hién theo quy
dinh.

- Hudng dan cac phong, ban ra soat, khic phuc téng thé vé an ninh mang, bao
mat thong tin d6i v6i hé théng thong tin va ngudn nhén lyc.

- Chu tri theo doi phéi hop v6i Vin phong HDND va UBND xa, phong Van
hoa - Xa hoi tong hop, tham muu bao cao UBND xa dé tong hop dinh ky hang thang
(truoc ngay 18) bao céo két qua trién khai vé Cong an tinh.

Trén day la Ké hoach bao dam an ninh mang, bdo mat thong tin va an ninh
dir li¢u trong hé thong chinh tri trén dia ban. Yéu cau Thu trudng céc co quan, don
vi nghiém tuc trién khai thuc hién./.

Noi nhdn: TM UY BAN NHAN DAN
- Cong an tinh; [
- Thuong tryc Bang uy;

- Thuong tryc HDND x3;
- Lanh dao UBND x3;

- Cac co quan, don vi;

- Cong an x3;

- Trang TTDT x&;

- Luu: VT, VHXH.
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